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Protect your network and web sites from malicious
attacks with help from this cutting-edge guide. Extreme Exploits is packed with
never-before-published advanced security techniques and concise instructions that
explain how to defend against devastating vulnerabilities in software and network
infrastructure. This book gives you detailed analyses of modern threats and their
solutions along with checklists for developing defenses. You'll also be introduced to a
winning methodology for custom vulnerability assessments including attack profiling
and the theatre of war concept. Through in-depth explanations of underlying technologies,
you'll learn to prepare your network and software from threats that don't yet exist.
This is a must-have volume for anyone responsible for network security.

■

Secure your critical domain name system
(DNS) infrastructure

■

Ensure reliable Internet connectivity amidst a
myriad of attacks

Use IP sinkholes and backscatter analysis to
trap and gain knowledge from scanning and
infiltration attempts

■

■

■

Implement effective intrusion detection and pre
vention technologies

Secure wireless networks using a variety of
technologies

■

■

Prevent e-mail abuse using advanced filtering,
encryption, and other methods

Create a customized vulnerability assessment
methodology for your organization

■

Stop data theft and egress exploitation by
altering packet filtering rules

Use proven digital forensics techniques to
investigate attacks

■

Learn to protect your software from little-known
vulnerabilities

■

■
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